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INTRODUCTION

The Oversight Subcommitice of the House Permanent Sclect Com-
mittee on Intelligence has recently completed an in-depth study of
cccuritly clearance procedures used by the Central Intelligence Agency,
the National Sccurity Agency, the I;,cpnrtmcnt, of State, and the De-
partment of Defense. Phis effort was specially focused on procedures
Lsed to sercen applicants for access to Sensitive Compartmented
Information (SCI)—a particulatly delicate and important category
of intelligence dala. o ‘

The subcommitiee’s inferest in {his area grew out of the recent
pro]ifc_rntion of unathorized disclosures and incidents of espionage,
Involving members of the intelligence community or per:ons who were
otherwise authorized access o intelligence information. Given the
failure of the clearance and screening process t{o work in such well-
publicized instances as {he case of William XKampiles,! the sub-
committee believed it woulld be useful to examine the system and to
defermine whether it is working cffectively.

"The obvious bottom line of any personnel security system is that it
inust be able {o support reasonable determinations that hiring persons
~ for intelligence work, or granting cmployecs of the Federal Govern-
f ment (or its contraclors) access {o SCI is consistent with the national
’ security. Based on the results of its mmvestigation, the subcommittce
believes that the screening process cannot presently meet uniform
high standards in this regnr(\. The subcommittee notes a number of
factors which contribute to this conclusion:

Although the Director of Central Intelligence (DCI) is in theory
(and in Jaw) generally respousible for protecting intelligence sources
and methods, this function is in fact diflused among a number of
agencies.

Clearance procedures and philosophies differ widely among, and
comelimes even within these acencies. There are, for cxample, ma or
variations in the use of and atiiudes towards the polygraph.

Cuts in manpower have placed pressure on investigative procedure
and standards, and put a premium -on efficient  procedure and
orzanization.?

Investigative branches report increasing difficulty in compiling
adequate data bases from {he FBI and other sources. A major problem
appears to be inadequate access to criminal justice records.
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' Kampiles, & former employce of the CIA, wes convicted of esplonage in 1978 for selling a classified docu-
ment to the Soviels.

? DoD nlone Srot'essrd more than 100,000 persons for clearance Jast year. It shoind be noted that literally
thousands of SCI clearnnces are held by employces of nonintelligence agencics. Although the subrommities
has not vet pursued thisarea, we Jo know that C1A and NSA sccount for the granting of about 2,500 0f these.

(Stil) other honintclligence ngencies grant their own SC1 clearances. The Department of Justice for example
grants SCI access and notifies the DC1 alter the fact.)

(1)
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AUTHORITIES, PROCEDURES AND ORGANIZATION
SECTION 1: THE FRAMEWORK OF LAWS AND REGULATIONS

The Director of Central Intelligence (DCI) is authorized to conduct
background investigations of prospective ond current employces of
the CIA by the National Sccurity Act of 1947 and the CIA Act of

i 1949. Both acls prescribe the cstablishment of programs and pro-
(écdurcs for the protection of nalional sécurity sources, methods and
ata, : ‘ »
Concern over revelations of Communist penetration of the U.S.
Government in the late 1940’s and carly 1950’s Jed to the publication
of Exccutive Order 10450 » (Apnl 27, 1953) which established a
sccurity investigation program for the entire government. Exccutive
Order 10450 remains the Lasis for security bac seround investizations
. i of governmnent employees. The criteria and standards eslablished in
. that Exccutive Order are still adhered Lo by all government agencics.
' Executive Order 12036 (January 24, 1978) dirccts that

The CIA shall protect the sceurity of its installations, activitics, information

and personnel by appropriate means including such investigations of applicants,

employees, contractors and other persons with similar associations with the CIA

. as are necessary. (1.811)

- : Exccutive Order 12036 also spells out the DCI's broader responsi-

: bility for setting clearance standards for the entire intelhgence

community.? Within this framework, the DCI has defined specific
requirements that must be satisfied before access should be granted to
SCIL. These can be found in the Director of Central Intelligence
Directive (DCID) 1/14* which sets forth ‘minimum personnel
sccurity standards and procedures COVeIning eligibility for access to
Sensitive Compm‘tmcnted Information (SCI).”

On the other hand, however, Fxeccutive Order 12036 also provides

that : '

All Toreign Intelligence Agencies (CIA, NSA, DIA, ete) are authorized to

conduct their own investigations of csent, former or prospective c¢mployces as
deened necessary in the interest of naiional secwn ity (2.208(c))-
_ Given this latitude, cach intclligence agency therefore maintains
its own program for investication, clearance and employment. JTn
addition, a number of other cfopn.rtments and agencies conduct Lack-
: around ! vestjeations under Ixccutive Order 10450; for example,
: the Office of Personnel Management (formerly the Civil Service
: Commission), the State Department and the Defense Department.
! The major screening programns are discussed below.

%e See pppendix A. .
2 The DCI shsll “Ensure the cstablishment by the Tntelligence Community, of common securlty and
aCcess standards for mansging and bandling forcign intelligence systems, informiation and products.” () Ki'0)\

W)
t See appondiz B.
o (3)
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hensive and stiingent in the intelligence communmly.

Once a detailed personal history statement has been filed, a full field
background investigation of each applicant begins, based on the cri-
{erin estnblished in Exccutive Order 10450 and DCID 1/14. According
{o the testimony of Robert Gambino, Director of Security at CIA, the

urpose of this ackground investigation is (o cstablish the applicant’s
identity and to determino that he or she is of unquestionable loyalty,

excellent character, integrity, discretion and trustworthiness.®
f the full field

A National Agency Check (NAC) is the first step o i
background investigation. The NAC consists of a review of holdings
which may be on file at the following federal agencies:

The Federal Bureau of Investigation; .

The Office of Personnel Management ((OMP), formerly Civil
Service Commission);

The Defcense Ceniral Indices of Investigation; and Coast
Guard Tntelligence, Department of Transporiation, if the apph-
cant has served in the military; ‘

" The Immigration and Naturalization Service (INS), if the
applicant is an nlien immigrant; .

*he State Department’s passport files, Lo cover foreign travel;
and other federal agencies as appropriate.

When the NAC uncovers a prob}cm, CIA’s Office of Security sum-
mons an applicant for a personal interview. Such interviews are not
routine; they take place only if the N AC indicates that an applicant
may bave a problem meeling CIA security standards.

CIA’s background investigation encompasses the last 15 years of an
applicant’s life or the years from his 17th birthday; whichever period
is shorter. Tdentity is established through birth records, verification of
parentage and citizenship. Investigators examine the applicant’s
edueation, employment, and residences and conduct neighborhood
checks, criminal justice information checks and credit checks. A
minimum of five character references must be interviewed with a view’
toward establishing the habits, loyalty and morals of the individual.
Both positive and negative information must be taken into account

Material from the background investigation in the field is passed to
CIA ‘“‘nppraisers” for evaluation. CIA’s appraisal process categorizes
problems under two headings: suitability and security. Suitability
problems are processed by CIA’s Applicant _Review Panel (ARP),
comprising 4 members: one from the Office of Personnel, one from the
Office of Seccurily, one from the Office of Medical Services and one
from the Equal Employment Opportunity Office. Each panel member
yeviews o case: individually and offers a scparale evaluation to the
Director of Personnel. Final decision on whether to accept or reject
an applicant on suitability grounds is exercised by the Director of
Personnel.

Sccurity problems, on the other hand, are dealt with through an
“adjudicative process”. Should an appraiser’s recommendation be
negnlive on security arounds, the case 1s referred throngh a chain of
experienced senjor security officers. If their recommendation is nega-
tive, the case then goes to the Director of Sccurity, who alone can

PU——————

1+ Becurity Clearance Procedures”, "I‘mn.-.crlpt, May 16, 1979,
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1CYe are severa uld cause
the automnatic disqualification of an applicant. According to M.
Gambino's testimony,? the following might be reazons for rejection on
grounds of sui(nbil)ily: (1) cmotional instability and immatunty;
(2) personality idiosyncracics; (3) limited mental capncity/scholar-
ship deficiencies; (4) physical impairments; (5) Jimitations preclud-
ing adapability and flexibility; (6) poor employment record; (7)
finsmcinl irresponsibility; (S) alcohol abuse; and (9) marital difficultics.

The following would be considered disqualifying datn in the security
area: (1) ilezal use of diugs; (2) thievery; (3) homosexuality; and
(4) gross character deficiencies. Any characteristic clearly outside the
criterin established by Executive Order 10450 or DCID 1/14 is suifi-
cient reason for immediate rejection of any applicant case. .

If no problems arise in the background investization, or if adjudica-
tion has resolved any uncertainty, the applicant next submits to a
physical exam and psychiatric <creening. ‘The psychiatric screening
consists of a battery of tests designed fo measure the candidate’s
])mfessionnl flexibilily, stress Jevel, and reactions to pressure in the
yope of identifying problems he or she might have as an employce of
the Agency.” 1 there i an indication of abnormality, the candilate
wonld be referred to a psychiatiist for an interview,

As the finnl step in the clearance process, all'applicants for cmploy-
ment at the CTA are subject fo a polygraph examination. CIA uses the
polyeraph to supplement and/or cross-check information developed by
{he backeround investization. Questions asked during the exarnination
are standard, with problem areas discussed beforchand. No set of
questions is ever asked just once. Examiners look for repeated reac-
{ions; a single atypical reading cannot be used as evidence of lying or
concenled problems. Control questions are used for comparison. During
the exam, if the polygraph operator notes an abnormality, (rcpeated
yeaction to a particular arvea of inguiry), he will concentrate on this
until it can be cleared up; there is no time limit on the exam,

Polygraph operators do not judge applicants; their function is to
collect mformation and report it to apprasisers for evaluation. When
seenrily problems are revealed by the polyzraph, the case must o
back through CIA’ adjudication process. Despite extensive use of the
polyeraph, CIA stresses that appheants are Jooked at from the “total
per=on” standpoint, with the polyzraph serving as an adjunct to this
cftort.

‘T'en percent (10 percent) of all CTA applicants are turned down for
security reasons; 3 to 5 percent are turned down for suitabilily reasons.
Of the ten percent (10 percent) security’ turndowns, twenty-four point
five percent (24.5 percent) are turned Jown based on the background
investigation alone; seventy-five percent (75 percent) are rejecied on
{he basis of information derived from the polygraph, or the combinn-
tion of polygraph results and the background investigation.®

¢ 1hid.

7 C1A also uses psychological sssessment designed to msich the skilis of the subject with particular assigne
ments.

1 11 shonld be noted here, that beenuse of the peyeholozical effect the polypraph hins on some of Lthose Leing
examined, a substantis) number of revelntions and ndinmiss one are voluntecred prior 1o the nctual testing.
DoD and State, which do not use polygraph, Lelieve that the saine information can be obtained thiongha
wellcondncted personal inferview without the aid of 2 polygraph. Thisraises the question, discissed below
of whether the polygraph isin fact indispensable or merely one of sex eral alternative screening tools.
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@mcy, and physical disability. Waivers fopgther reasons
mQMeBIm‘SaB&o%a?Rao&mmt)aOQx n religious,
mornl or any other grounds, the polygrapher sends o smatement with
the reason to Security; polygraph examiners make no recommendation
but report only the simple statement of fact. Admiral Turner recently
granted two exceptions involving the polygraph: one for an applicant
who took the polygraph but “did badly”; one for an applicant who
refused the polygraph on moral grounds.

Every ClA ‘employee is subject to reinvesiigation at five year
intervals. Reinvestigation consists of a neighborhood check, a police
check, interviews with current and former supervisors and coworkers,
and a polygraph. The polygraph questions at this {ime focus on
counterintelligence issues. Repolygr-nphing is seen as a deterrent and
as n way to detect security breaches.

According to the CIA, when a “seclivity allegation” or “‘specinl
issue” involving an employee is raised, the solyeraph clears people as
often as it brings about an admission. Con}cssion of a violation may
lead to disciplinary action or termination of cmployment.

Finally, under CTA policy, contractors, military perzonnel and all
people needing “staft-like access” 10 16 the CIA go through the same
clenrance procedures as-all other employces.

DEPARTMENT OF STATE

The Forcign Service Act of 1946 provides basic legal anthority to
establish procedures for determining the loyalty of Foreign Service
Officer candidates. The State Department also draws authority for

erforming background investigations on prospective employees from

vecutive Order 10450, Executive Order 11652 and Executive Order
10865, all of which state that no person shall be given access to
clussified information and materials unless that person has been
determined to be trustworthy and that his or her employment 1s
clearly consistent with the national security.

After filing Standard Form $§6 1 (personal history statement),”
prospective employces are interviewed “in depth” by State Depart-
ment securily investigators. Investigators explain the standards which
must be met to gain a clearance at the State Department. Questions
are designed to be “deeply probing” so that the investizator may
develop an understanding of the candidate. Interviewers first verify
and clarify all information provided in the personal history statement.
Applicants are then asked if there is anything in their background
which, if revealed during the investigation, might conflict with the
criterin for clearance. Interviewers aim to develop information to
supplement. the personal history statement, as an aid to a more

accurate and thorough investigation.

% The subcommities has determined that while CIA policy !s, snd has been, 1o reinvestipate euployres
every five years, such reinvesligntions were for sonve Lime not conducted for the majority of einployees, due
10 the pressure of other responsibilities on the stafl of tha Office of Sccurity. In the wake of the Mnore case,
howeror, the five yoar requircinent was agaln pnt into practicsl force. (Edwin Moore, a former employee of
ihe CIA, was convicted of espionage in 1977, for sttemnpting to iransmit nstions] defense information to the

Bovlets.
1 **s1nfl-Hke access—T ermn spplied to persons needing unescorted enlry 1o CIA’s bulldingsin order to do

their job.
n 'X,M.« is the Office of Personnel Mansgemcent (OPM) standard application * Security Investigation Daotla

for Sensitive Positlon:
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